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Chief, Security Staff, Office of Logistics 


Classified Contract Security 

(a) CIA Regulation Rr-45-550 

(b) CIA Regulation R-10-12G 

1. Reference (a) above charges the Office of Logistics with f 
nrl^rv Inspection rospons ibilities for determining that eowasrcial 
eon tree tors holding Agency classified contracts have "adequate” 
physical security safeguards* Paragraph 8 b. of reference (b) above 
provides that the Office of Security will provide technical guidance 
end assistance to Security Officers in the performance of their 
functions. 



t 

2. This is to advise you that, in the absence of any Office of 
Security regulations covering security standards for classified 
commercial contractors, m have been attempting with some success to 
require such contractors to adhere to rigid standards equivalent 
insofar as la practicable to those specified for Agency bull dings . 

While wo would like bo have an Industrial Security Handbook approved 
by the Agency end similar to those of Department of Defense agencies 
and ilie Atomic Energy Commission, our most pressing problems concern 
the maintenance of high uniform standards for tho storage of classified 
papers and/or material. In particular, guidance is requested in 
connection with the following problems. 


(a) What is tho win 1mm requirement for safes used by 
commercial contractors for the storage of Agency 
classified documents and material? 

(b) Are such minimum requirements to bo extended to 
commercial firms to whom wo viah to send classified 
proposals or invitations-- to -bid, but who may never 
secure an Agency contr&ot? 

(c) When a caesaeroial contractor or prospective contractor 
refuses to mast our minimum standards for safe-keeping 
equipment, what policy should be followed? 
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3. In connection with a (a) above, ihla officy lam bean 

10 roqul ” • ODU '* otOT * * -*** »*** 

"A safe or safe type steal insulated record 
container veiling at least 600 pounds, having 
an Qhdarwritors Laboratory full class «G» one 
hour fire label, and equipped with a ocnipulation 
proof combination lock located preferably on the 
second dravar." 

However, in a recant ooaversaticn you pointed out that even this req uir e- 
, n ? V Ag^acy standards, as the only ‘'approved" safe file is a 

aodlliod h^ing^Hall«4aarvln typo not available oornaor cinl ly . in 

stmS*; ssas po " d 2 (,) * to ™’ your ‘ tt,muo ” u * 

W) Furnishing contractors with the new ''approved* 
Harring-Hall-iiarvin safe lo probably unfeasible 
duo to the heavy expense, difficulties in prccura- 
nteat, and cover pro blems . 

(b) Consideration should be given to relaxing requirements 
for cafe files, when suppleaasnted by other physical 
eafoguards such as guard forces, warning devices, 
physical barriers, etc. It might be possible to vork 
out a numerical equivalent system such as is used by 
the A tomi c Sncrgy Commission* 

(o) It appears advisable to make any jainiiauja specifications 
for a of oa broad enough so that they could bo purchased 

ffcOSl ftt tWO diffSTOPt SAQUf ACtUTOTS t 

h 

(d) Considaratlce should fca given to the foot that require 
contractors to have equipment differing from Department 
of Defense standards is not consistent with our 
A \ "agency sterile" concept. The bulk of our dices if led 

contracts i ncluding both classified end unclassified 
items, fall into this category. Only a very limited 
number of the contractors* employees ore cleared and 
cognizable of agency interest. 


v 




attantlon^wST th. t ^ P ”5*?. PO ’* d ta 2 (b) * b °". *>«■ 

OTteritaWoM-u-bld plu. 

Ki?SS , J«a 

Md propoaals articling tbo ntal*,. r^ulr^tTfS ££ fU^L 
•uch prospective cctrMtar. Involve thi follow 4 W- 

(a) Si raoy iaatanoaa, particularly uhan bids are 
eou^t from now aourcos, no information is avall- 

»^ing the safe-keeping aqulpaent 
available to prospective bidders. Physical 
Inspection of thsir faotlitios prior to submission 
of proposals or iavitatioaa-to-bid is obviously 
impossible dus to urgency, axpcmao, and limited 
JJJJJJJiJf * Vtti . la2>1 ®* A *olutian might be worked out 
^ prospective contractors to return all 
classified papers via registered mail the sane day 
they were received unless they will certify they 
have safo keeping equipment meeting our stendarda. 

However, mnnyconpaniss would tmdorataadably object 
to being required to make bids on such a crash basis. 

(b) Requiring prospective contractors to purchase safe 
heaping equipment whan there is no guarantee thav w in 
be successful bidders is obviously £££_ Such^f^ 
^nditura by a bidder might put the Agency under an 

dSw? Lt ** ®hggoeted that bopartmant of 

Dafanae standards be accepted at this point but 

prospective contractors be advised that if their bid or 

s rs iU3ysj5s£“ * 40 

«25£sr«K: CT *- «• 

pollbiM could bo fcllowd, but uch haa It. ^■°” 1o , ' rho foll< »*>S 

^ fl 1 i P .! Jl !i. 00 ? tr "‘ <w * I> P roTOd ®®f® keeping file from 
our stock at government expense. This would be very 

expansive and involve numerous problems such as cover, 
ultimate recovery of the oquijvit, etc. * 
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va «re not alvays successful Preferable, of course, 
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